
I. Introduction

In the digital age, developing 
countries are faced with enor-
mous opportunities and chal-
lenges on access to knowledge 
and information. Digital technol-
ogy is rapidly expanding the 
possibilities for communication, 
processing and dissemination of 
information at reduced costs. 
Most notably, the Internet has 
evolved into a mass medium and 
global information market avail-
able to the public that can reach, 
connect and empower popula-
tions globally and facilitate col-
laborative learning, research and 
innovation. 

The essence of the infor-
mation revolution is encapsu-
lated in the Declaration of Princi-
ples of the World Summit on the 

Information Society:

“We declare our common desire 
and commitment to build a peo-
ple-centred, inclusive and devel-
opment-oriented Information 
Society, where everyone can cre-
ate, access, utilize and share in-
formation and knowledge, ena-
bling individuals, communities 
and peoples to achieve their full 
potential in promoting their sus-
tainable development and im-
proving their quality of life, 
premised on the purposes and 
principles of the Charter of the 
United Nations and respecting 
fully and upholding the Univer-
sal Declaration of Human
Rights…”1   

The main challenge of building 
the Information Society is to 
make effective use of available 
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that are generally permitted under copyright law. 
Digital technologies also allow copyright owners 
to monitor and record the use of the works by the 
consumer, seriously threatening private rights. 

The expansion of protectable subject matter, 
rights and term of protection of copyrighted 
works combined with the development of para-
copyright rules to enforce copyright in the digital 
environment will likely limit the opportunities for 
the full development of the Information Society 
and in particular for developing countries to ac-
cess knowledge goods.  

II. Understanding Digital Rights Man-
agement 

Copyright-based industries are utilizing copy pro-
tection technologies as additional tools to control 
and/or restrict the use of and access to copy-
righted content in the digital environment. The 
technologies utilized to protect copyright online 
are commonly known as Digital Rights Manage-
ment (DRM). However, DRM systems in the 
broadest sense refer to multiple tools for the man-
agement of rights in the digital environment, in-
cluding two core components: 1) defining the us-
age rules (rights) associated with the content that 
may be in digital form, and 2) limitations to copy-
ing and other usages that are imposed through 
electronic devices (i.e. via technological protection 
measures) to enforce the usage rules. 

One of the characteristics of DRM systems is 
that the usage rules for IP-protected works that 
are downloaded online or on to a receiving device 
such as a computer by consumers can be set by 
right-holders (i.e. licensing terms). It is also a core 
element of DRM that it is right-holders who deter-
mine how their rights are enforced, that is, they 
are free to choose among DRM technologies. Al-
though the technologies are still developing, there 
are already many DRM technology applications 
on the market. 

DRM systems are not standardized. In addi-
tion to creating drawbacks for consumers in terms 
of access and usage restrictions, the multiplicity of 
DRM technologies utilized by right holders can 
render inoperable different DRM products and 

technologies for sustainable development and 
improvement of livelihoods. The need to bridge 
the ‘digital divide’ is one element of such chal-
lenge.2 A second element of the challenge is to 
develop an enabling institutional and policy 
framework for the Information Society.

The extent to which knowledge and infor-
mation is used, accessed, shared and produced 
is increasingly shaped by intellectual property 
(IP) policy. The ultimate objective of the IP sys-
tem is to stimulate the diffusion of knowledge 
and incentivate innovation and creativity. To do 
so, IP policy must achieve an appropriate bal-
ance between incentives for innovation and 
creativity via the grant of exclusive private 
rights to authors and creators and the social 
benefits of widespread access and diffusion of 
knowledge goods. It also must balance between 
material subject to protection and the public
domain.3

One of the challenges for developing coun-
tries is thus to establish balanced IP systems 
that facilitate access to knowledge and new 
technologies while complying with their inter-
national obligations. In this respect, the expan-
sion of IP law to the digital environment is an 
issue of growing concern and debate. The realm 
of copyright is expanding mainly in response to 
the interests of copyright owners. Publishing 
and other copyright-based industries face in-
creased difficulties in effectively controlling the 
use of their works in the digital environment 
given the ease with which these can be repro-
duced and distributed. Content can be trans-
ferred from one device onto another (i.e. music 
from a CD to a computer), converted to differ-
ent formats and recorded for viewing or listen-
ing at a later time, etc. In response, copyright-
based industries have pushed for the develop-
ment of para-copyright rules to enable them to 
increase control and exploit further commercial 
value from the use of their copyrighted works. 

Paradoxically, while on the one hand access 
is greatly facilitated by digital technologies and 
global networks such as the Internet, digital 
technologies may also be used to limit and/or 
block access to works, even when these may not 
be subject to copyright protection or for uses 

Page 2

The Threat of Technological Protection Measures to a Development-Oriented Information Society

POLICY BRI EF  9



POLICY BRI EF  9

services in the digital environment. DRM tech-
nologies fall into two main categories: 

1. Access control technologies, such as encryp-
tion, where content is locked unless de-
crypted. Access to the keys (i.e. password) 
for decryption is made conditional to pay-
ment and/or certain terms and conditions 
of use (i.e. license agreement). Examples 
include: 1) the Content Scramble System 
(CSS) that is used to encrypt video content 
on DVDs, and 2) the use of watermarks or 
tattoos to digital content, such as those util-
ized by the Secure 
Digital Music Initia-
tive (SDMI) on com-
pressed audio con-
tent (MP3s). In order 
to control the free 
sharing of MP3 mu-
sic by consumers, 
industries use the 
SDMI standard based on watermarking to 
control access to content. The watermark 
can effectively control access where SDMI-
compliant playback and/or record devices 
can read and interpret the watermark.

2. Technological protection measures (TPMs). 
TPM technologies control the copying and/
or other uses of digital content, such as 
viewing, printing and altering once users 
have access to the work. Examples include: 
1) Serial Copy Management Systems (SCMS) 
that use copy control flags that allow digital 
copies to be made from a master, but not 
from a copy of that master. SCMS are used, 
for example, on CDs and computer soft-
ware. 2) Digital Transmission Copy Protec-
tion (CTCP) used to protect content during 
digital transmission from one consumer de-
vice to another.    

III. The International Legal Framework 
for Copyright in the Digital Age 

In response to the concerns and lobbying of copy-
right-based industries4, in the mid 1990s the 
World Intellectual Property Organization (WIPO) 
took on the task of adapting copyright law to the 

digital age. The result of the exercise was the 
conclusion of two new international copyright 
treaties in 1996, known as ‘The Internet trea-
ties’. The WIPO Copyright Treaty (WCT) and 
the WIPO Performers and Phonograms Treaty 
(WPPT) entered into force in 2002. While only 
around 60 countries have acceded or ratified 
each treaty, many of these are developing coun-
tries.

Any developing country that has ratified the 
WCT and WPPT is bound to the obligations 
with respect to DRM/TPMs. Moreover, several 

regional and bilateral free 
trade agreements (FTAs) 
among developing coun-
tries and the US and among 
developing countries and 
the European Community 
(EPAs) are reinforcing these 
obligations.

Pressure by the EU and US to uphold DRM 
systems at the global level is also evident in the 
WIPO discussions on a potential new treaty on 
the protection of broadcasting organizations. 
The EU backed by the US proposed that parallel 
or firmer anti-circumvention provisions of the 
WCT and WPPT be extended to broadcasting 
and cablecasting organizations. Such protection 
would broaden further the spectrum of DRMs 
and pose additional threats to consumers, re-
searchers and technological innovation.

III.1. The WIPO Internet Treaties

The WCT and WPPT created for the first time 
international legal rules that back the use of 
technological protection measures (TPMs) by 
IPR holders. This development stemmed from 
the position of right holders that neither legal 
measures nor technology alone could provide a 
solution to copyright infringement in the global 
digital environment. DRM technology can be 
cracked or defeated. Backed by legal measures, 
including prohibition on circumvention of 
TPMs and legal remedies, right holders gain 
greater control over content.

The new system for international copyright 
protection that emerged from the WCT and 

Page 3

The Threat of Technological Protection Measures to a Development-Oriented Information Society

“The expansion of protectable subject matter, 
rights and term of protection of copyrighted works 
combined with the development of para-copyright 
rules to enforce copyright in the digital environ-
ment will likely limit the opportunities for the full 
development of the Information Society and in 
particular for developing countries to access 
knowledge goods. “ 



both types of activities. The general consideration 
is that compliance with the obligation in the WCT 
and WPPT does not require prohibition of devices 
or services that can defeat TPMs. 

There are also different approaches on what 
exceptions can apply to the legal protection 
against the circumvention of TPMs. While the 
WCT and WPPT do not specify possible excep-
tions and limitations to the rights granted to right 
holders in the treaties, it is generally understood 
that at the least these include those widely ac-
cepted in traditional copyright law, affected by 
the application of the three-step test as set out in 
the Berne Convention. Namely, those confined to 
1) certain special cases that 2) do not conflict with 
a normal exploitation of the work and 3) do not 
unreasonably prejudice the legitimate interests of 
the author. Moreover, the WCT and WPPT allow 
members to devise new exceptions and limitations 
that are appropriate in the digital network envi-
ronment.8

III.2. Implementation of WCT and WPPT DRM-
related obligations in National Laws

Different approaches can be taken when imple-
menting the DRM-related obligations established 
in the WCT and WPPT. Such flexibility is made 
evident by the existent divergences among na-
tional legislations that have implemented the obli-
gations. Such important differences can be seen, 
for example, in comparing the national legislation 
of developed countries such as the United States 
(US), the European Union (EU), Australia and 
Canada. A survey undertaken by WIPO in 2003 
with respect to 22 national laws implementing the 
TPM anti-circumvention and rights management 
information provisions also found that there is 
wide diversity among approaches on these issues.

The US was the first to implement the WCT 
and WPPT obligations in its 1998 Digital Millen-
nium Copyright Act (DMCA), followed by the EU 
in its 2001 Copyright Directive. Hence, these are 
often referenced as model laws for members of 
the WCT and/or WPPT that are in the process of 
implementing the provisions or countries prepar-
ing to join the treaties. Obligations based on the 
US DMCA and EU Copyright Directive are also 
often incorporated in US FTAs and EU EPAs with 

WPPT is composed of three main components: 
i) traditional copyright extended to the digital 
environment, ii) technological measures to con-
trol/restrict access (i.e. TPMs), iii) legal protec-
tion against the circumvention of technological 
measures. Legal measures to protect TPMs 
against circumvention are mandated in Article
11 of the WCT and similarly in Article 18 of the 
WPPT.5 Moreover, Article 12 of the WCT and 
the parallel Article 19 of the WPPT create obli-
gations for members to ensure legal measures 
to protect rights management information used 
to identify copyrighted works and other subject
matter.6

While the obligations are significant, they 
are set out in broad terms which allow certain 
flexibility for their implementation in the na-
tional laws of countries that choose to ratify the 
treaties. For example, not all TPMs are subject 
to legal protection against circumvention. For a 
TPM to be considered for legal protection it 
must comply with the following conditions: (1) 
be effective, (2) be used to protect a right of the 
copyright owner, and (3) restrict acts not au-
thorized by authors or permitted by law. More-
over, there are different approaches as to how 
these conditions should be interpreted to define 
what TPMs are covered under the provision.

There are also different interpretations as to 
what is required to comply with the obligation 
to provide “adequate legal protection against 
circumvention” under Article 11 of WCT and 
Article 18 of WPPT. Members can decide what 
types of legal anti-circumvention measures are 
required and under what legislation they 
should be dealt with (i.e. copyright law, crimi-
nal law or competition law). 

It is subject to debate whether legal protec-
tion must be aimed at targeting the act of cir-
cumvention or rather at the preparatory activi-
ties for the act of circumvention, such as the 
production and distribution of circumvention-
enabling devices, or whether both are required.7
In other words, whether the form of legal pro-
tection should consist of: i) a prohibition against 
acts of circumvention (conduct), ii) a prohibi-
tion against trade in circumvention devices 
and/or services, or iii) a prohibition against 
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developing countries.

The US is the worlds’ largest producer and 
exporter of copyrighted works and therefore se-
curing strong anti-circumvention provisions is 
central to their trade agenda. However, develop-
ing countries should carefully consider whether it 
is appropriate to model their laws on the US 
DMCA, given that: 1) the US DMCA goes far be-
yond what is requested by the WCT and the 
WPPT and 2) there is growing evidence that 
DRM-related laws in the US and EU have not 
been effective at stopping or curtailing the unau-
thorized copying and distribution of works online 
and yet have curtailed consumers’ personal and 
fair use rights, hampered freedom of expression 
and scientific research, impaired competition, and 
stifled technological innovation.9 

The US DMCA contains two prohibitions. One, it 
prohibits the act of circumventing technological 
measures used by copyright owners to control 
access to their works (not to those that prevent 
copying). Two, it prohibits the manufacturing, 
sale, distribution, etc. of devices and technology 
designed to circumvent a technological measure. 
Any breach of these rules carries significant con-
sequences, as both civil and criminal penalties can 
apply. 

Legal observers have noted that the protection of 
technical measures controlling access to works in 
effect grants copyright holders a new right out-
side of copyright: the right to access. Such a right 
goes beyond the intended coverage of the WCT 
and WPPT. It also means that in the US, DRM 
technologies are protected irrespective of whether 
the act being prevented would actually infringe 
copyright in the work or not, given that the re-
quirement is only that the DRM is used to pre-
vent unauthorised access. The definition of an 
“effective technological protection measure” as 
defined in US legislation includes access control 
measures which breaks the link with traditional 
copyright, as liability could arise from conduct 
independent from whether it constitutes or not a 
copyright infringement. 

The US DMCA thus strongly favours the interests 
of right holders that use DRM to prevent unau-

thorised access to their works over the public 
interest to access works.

The DMCA does provide for some limita-
tions and exceptions to the general prohibition 
on the act of circumvention, including for non-
profit libraries, archives and educational insti-
tutions, reverse engineering solely to achieve 
interoperability, encryption research and secu-
rity testing, and protection of privacy and mi-
nors. However, the limitations and exceptions 
are narrowly tailored and generally may only 
be applied if the right holder authorises access, 
given that technical measures cannot distin-
guish whether the circumventing purpose is 
lawful or not. Moreover, given that the DMCA 
bans the tools and technologies to circumvent 
technical measures, the limitations and excep-
tions can be rendered meaningless as there can 
be no means to gain access to a work even for 
lawful use.

The EU 2001 Copyright Directive also goes 
beyond the requirements of the WCT and 
WPPT by prohibiting not only the act of circum-
vention of technological measures but also the 
manufacture and trade in devices that may be 
used to circumvent.10 However, the person un-
dertaking the act of circumvention must know 
it is undertaking a circumventing offence. 
Moreover, while the 2001 EU Copyright Direc-
tive requires that EU members must also take 
appropriate measures to ensure that acts that 
do not constitute copyright infringement at the 
national level can be exercised, the ban on cir-
cumventing devices again may affect the exer-
cise of legitimate uses by consumers, research-
ers, librarians and others that fall under limita-
tions and exceptions.

The implementation of WCT and WPPT 
anti-circumvention provisions according to US 
and EU standards is a trend being pushed on 
developing countries via regional and bilateral 
FTAs and EPAs. The US DMCA protection 
standards are included, for example, in the 
FTAs concluded with Jordan, Singapore, Chile, 
CAFTA, Morocco and Bahrain. Although some 
FTAs allow greater flexibility for national im-
plementation than others, none provide an ex-
ception to circumvent TPMs for legitimate or 
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non-infringing uses of protected digital works, 
such as access to works in the public domain or 
copying for private use.11 The EU EPAs may re-
quire developing countries to comply with the 
WCT and WPPT obligations.12    

IV. Crafting Adequate Policy Re-
sponses to Copyright Challenges in 
the Digital Environment

Right holders have legitimate concerns with re-
spect to the protection of their copyright rights 
in the digital environment. However, private 
interest concerns on protection must be bal-
anced with public interest concerns on access. It 
is particularly important for developing country 
copyright regimes to reflect this balance to pro-
mote access to knowledge goods. Developing 
countries already face many barriers to access to 
knowledge, including the digital divide, perva-
sive poverty and illiteracy and lack of research 
capabilities.

Moreover, the experience of developed coun-
tries with para-copyright DRM systems and le-
gal measures on anti-circumvention shows that 
these may seriously prevent or restrict access to 
digital works. Even when limitations and excep-
tions under national copyright laws allow access 
for educational purposes, personal use and oth-
ers, DRM allow private right-holders to prevent 
their exercise.

By subjecting access to the acquisition of re-
strictive licenses or contractual terms, the costs 
of access when authorized by the right holder 
become too high for developing country con-
sumers to afford, as copyright owners pass on 
the costs associated with adopting DRM and 
protection for electronic rights management in-
formation to consumers, and foreign copyright 
owners will wish to extract all possible revenues 
from developing country consumer markets. It 
is also very costly for developing countries to 
design and develop DRM systems aimed at pro-
tecting national copyright industries and to en-
force DRM-related obligations.  Evidence that 
developed country DRM systems have retarded 
creativity and technological innovation and sti-
fled competition should also be a cause of con-

cern for developing country national innovation 
agendas.

Accordingly, it is recommended that devel-
oping countries restrain from joining the WCT 
and WPPT treaties and avoid similar anti-
circumvention provisions under FTAs and EPAs 
or other international instruments. Developing 
countries that have acceded or are in the process 
of acceding to the treaties should implement in 
their national laws only the minimum required 
in respect to the WCT and WPPT anti-
circumvention provisions.

National measures should precise and limit 
the scope of protection to extend only to the act 
of circumvention in relation to certain techno-
logical measures and not ‘preparatory acts’, clari-
fying that the aim of protection is linked to that 
of copyright and does not create an exclusive 
right of access for right-holders. There is no re-
quirement in WCT or WPPT to prohibit 
‘preparatory acts’ to circumvention, such as the 
manufacture or trade in devices that may allow 
circumvention. Accordingly, such a prohibition 
should not be included in developing country 
national legislation. Moreover, the existence of 
such devices in the market may be necessary to 
access or make legitimate use of works according 
to the limitations and exceptions recognized un-
der national law. 

Explicit mention should be made that liability 
for infringing a technological measure should 
only arise when the person has knowledge that it 
is committing such infringement and is doing so 
intentionally. In determining the scope of legal 
remedies and sanctions to be accorded, which 
the WCT and WPPT does not define, the applica-
tion of criminal law should be avoided.

The use of the flexibilities in the WCT and 
WPPT could significantly reduce the  harmful 
effects that implementing anti-circumvention 
measures could have on access to knowledge. It 
is important that developing countries extend 
the current limitations and exceptions in national 
copyright law to digital works and  craft new 
ones considered appropriate for the digital age. 
A use that falls within limitations and exceptions 
should not be subject to technological measures. 

POLICY BRI EF  9



1. World Summit on Information Society, Declaration of Principles, Document WSIS-03/GENEVA/DOC/4-E, 12 
December 2003, Para 1. 

2. The term ‘digital divide’ describes the inequitable access to Information and Communication Technologies 
(ICT), and in particular access to Internet and its resources among developing and developed countries and 
within countries. For statistics on the digital divide, see World Society Information Report, 2007, Ch. 2,     
http://www.itu.int/osg/spu/publications/worldinformationsociety/2007/WISR07-chapter2.pdf.  

3. The term "public domain" generally refers to material that is unprotected by intellectual property rights, either 
as a whole or in a particular context, and is thus "free" for all to use and build upon. See James Boyle, “The Sec-
ond Enclosure Movement and the Construct of the Public Domain”, 66 Law & Contemp. Probs. 33 (Winter/
Spring 2003), p. 33.

4. Pressure for the WCT and WPPT came mainly from the publishing, audiovisual and music industry from the 
United States and the European Union, where DRM-related legislation first developed.  

5. Article 11 of the WCT provides that: “Contracting Parties shall provide adequate legal protection and effective legal 
remedies against the circumvention of effective technological measures that are used by authors in connection with the exer-
cise of their rights under this Treaty or the Berne Convention and that restricts acts, in respect of their works, which are not
authorized by the authors concerned or permitted by law.”

POLICY BRI EF  Page 7

The Threat of Technological Protection Measures to a Development-Oriented Information Society

Accordingly, an important exception would be to 
allow circumvention for legitimate and non-
infringing uses of works protected by technological 
measures. The WCT and WPPT do not subject the 
exercise of copyright limitations and exceptions to 
the authorization of circumvention by the right-
holder. New limitations and exceptions for the 
digital age could include: to permit interoperability 
among devices and systems, for research purposes 
related to DRM technology, for educational pur-
poses extending to e-learning, and for non-profit 
libraries and archives.

Finally, developing countries should avoid ac-
cepting anti-circumvention obligations through 
bilateral FTAs or EPAs or internationally, such as 
through the proposed treaty on the protection of 
broadcasting organizations, that extend beyond the 
scope of WCT and WPPT.

End Notes

V. Conclusions

Developing countries face multiple challenges on 
access to knowledge and information for their 
development. One of the challenges is to develop 
an enabling institutional and policy framework. 
The development of digital technology and infor-
mation revolution offer enormous opportunities 
for the production and access to knowledge 
goods. Copyright law plays an increasingly im-
portant role in providing incentives to produc-
tion and promoting access to works. 

The use of technological measures by copyright 
right-holders to protect works in the digital envi-
ronment, combined with new international legal 
obligations to protect such measures poses a 
threat for developing countries. The obligations 
should be rejected, or narrowly crafted in na-
tional laws so as to promote access to knowledge 
for development. 
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